MARLBOROUGH COLLEGE

PRIVACY NOTICE

This Privacy Notice applies to all personal data and information processing activities performed by
Marlborough College Malaysia - registered M East Sdn Bhd and subsidiary organisations, societies
and clubs. For the purpose of this notice all of these organisations will be termed “the College”.

The College may review and update this Privacy Notice from time to time to reflect changes in our
data processing practices, legal or regulatory requirements, or the services we offer.

Any changes to this Privacy Notice will be posted on the College website and, where appropriate,
communicated to you directly through other suitable means. We encourage you to review this
Privacy Notice periodically to stay informed about how we are protecting your personal data.

Introduction

The College is committed to protecting the personal data of all individuals connected to our
community. This Notice outlines how the College collects, processes, uses, discloses, and protects
your personal data in compliance with the Personal Data Protection Act 2010 of Malaysia, including
the Personal Data Protection (Amendment) Act 2024.

1. Why do we process personal data?

The College processes relevant personal data regarding members of staff, applicants for vacancies,
volunteers, visitors, pupils, parents, guardians, alumni, families, customers and suppliers as part of its
day to day operations, objectives, statutory obligations and interests as follows:

® The selection and admission of pupils, including awarding and reporting relating to
scholarships and bursaries.

® The provision of education and related service to pupils and parents, including academic
records, results , reports, trips, co-curricular activities, sports, matches, exams, school



curricula, timetable, pupil and teacher exchanges, the Almanac, university applications and
guidance, uniform order, security pass application, transport and visa application.

e The safeguarding of pupils, including the provision of pastoral and medical care and digital
safety monitoring.

e Compliance with legislation, statutory reporting, regulation, inspection and audit including
Subject Access Requests.

e Operational Management, including visitors, general administration, procurement,
management of property and assets, rentals, CCTV, catering, campus security, health and
safety, IT infrastructure, data backup, and the recovery of lost devices.

e Selection,employment, and ongoing management of staff (including volunteers, temporary

staff, contract staff, and Council members), covering recruitment checks (International Child

Protection Certificate), performance, payroll, taxation, and statutory reporting.

Alumni management, networking, clubs, societies, and communication.

Fundraising activities, which may include wealth screening.

Promotion of the College, marketing, events and commercial activities.

Financial management, including fees, debtors, creditors, accounts and tax assessment.

2. What personal data are we processing?

The College processes personal data about:

Prospective, current and past pupils and their parents, guardians or fee payers.

Staff including job applicants, volunteers, contract staff and Council members.

Customers and visitors, including those attending Summer School, sports club, or events.
Donors, Friends of MCM, Club memberships (The Marlburian Club), society memberships.
Suppliers, contractors and service providers.

The personal data we process may be factual, opinion, images, video, or other recorded information
and may be held in a variety of forms (digital, paper, film, etc).

Examples of the type of data we process are:

e Titles,names, and contact details (addresses, telephone numbers, email).

e Passport,Visa, and personal vehicle details.

e Admissions, academic and examination information, including references, reports, marks,
and co-curricular achievements.

e Pastoral, health and special needs, attendance and disciplinary records.

® Education and employment information, including performance reviews, training records and
professional references.

e Security and Access logs, including CCTV footage, visitor logs, and security photographs.

e Video or still photographs of school events, sports matches, and training.

e Financial information and contracts.

e Correspondence between staff, pupils, parents, and other individuals.
Digital and System Data, including login credentials, system identifiers, web/firewall logs, device
location logs, interactions with College-approved Al tools and automated system logs, and data
backups.
The legal basis for processing this data is typically fulfiiment of contract or legitimate interest. In
some exceptional cases the College relies on consent.

The College also processes sensitive personal data when necessary for legal requirements where it is
in the best interest of the data subject. Sensitive personal data includes:



e information relating to physical or mental health; political opinions; religious beliefs or other
beliefs of a similar nature; the commission or alleged commission of any offence; biometric
data;and any other data determined by Malaysian law.

3. Where do we collect your personal data?

The College collects personal data through various channels during the course of our relationship
with you:

e Information you provide directly: This includes data from paper or digital forms (such as the
admissions portal, registration, and consent forms), surveys, and direct communications via
email, letters, phone calls, or in-person discussions.

e Information collected automatically: During normal operations, our systems automatically
collect data to ensure security and service delivery. This includes:

e CCTV footage and physical access logs.

e IT system logs, including login frequency, resources accessed on school portals, and
internet filtering data.

e Data from College-issued devices or BYODs connected to our network (e.g., device
identifiers and location data for asset recovery).

® Interactions with Artificial Intelligence (Al) tools within the College's digital environment.

e Information from third parties: We may receive information about you or your child from
external sources, including:
® Previous schools or employers (references).

e Examination boards and vetting services (e.g., ICPC background checks).

e Medical professionals, financial institutions, and government agencies (e.g., EPF, LHDN,
and Immigration).

e Publicly available sources and third-party recruitment platforms.

Personal data collection is regularly reviewed to ensure we do not process information that is not
required for a specific purpose.

4. With whom do we share your personal data?

Personal data processed by the College remains within the College and is processed by appropriate
members of staff for the purpose for which it was collected. Technical and procedural steps,
processes and procedures are in place to protect access to physical and digital personal data.

The College does not sell personal data. However, the College may disclose relevant information to
the following classes of third parties:

e Educational & Academic Partners: Other schools to facilitate trips and matches; examination
boards (e.g., CIE, IB); and accrediting bodies or inspectorates (e.g., COBIS). Note: Examination
boards are independent data controllers; please refer to their specific privacy notices for
result-related inquiries.

® Government & Regulatory Authorities: Including the Ministry of Education (MOE), Malaysian
Immigration Department, and other agencies for statutory reporting or visa requirements.



® Professional Service Providers: Trusted partners providing essential school systems and
services, such as OpenApply, iISAMS, Google Workspace for Education, Microsoft Office 365,
Clipboard, CPOM, Lightspeed, Zenda, Schoolbox, Kissflow, and the Parent Evening System.

e Health, Safeguarding & Emergency Services: Including the College Health Centre, external
medical providers, insurance companies, and safeguarding hubs where disclosure is in the
best interest of the individual.

® Logistics & Commercial Partners: Banks, hotels, and travel companies necessary for school
operations and trips.

® Sponsors & Guardians: Disclosure to a pupil’s parents, legal guardians, or official sponsors.

International Data Transfers The College may transfer personal data to recipients located outside
Malaysia (e.g., for international trips or cloud-based IT services). Where data is transferred to a
country that may not have an equivalent level of data protection, we ensure appropriate safeguards
are in place. For specific school trips to such countries, details will be provided in the trip
documentation to ensure informed participation.

Internal Safety Disclosures. In some circumstances, we may share essential sensitive data (such as
allergies or medical conditions) with relevant staff in a restricted manner where it is clearly in the
best interest of the data subject and necessary for safeguarding pupils.

5. How long do we store your personal data?

The College retains personal data for differing periods of time for different purposes as required by
statute or best practice. Individual departments incorporate retention times into the processes and
manuals.

Other statutory obligations, legal processes and enquiries may also necessitate the retention or
extended retention of certain data.

In general, we keep personal data for no longer than is required for the purpose for which it was
collected, with the following exceptions:
e The Marlburian Club, as an alumni centred organisation will keep personal data relating to its
members in accordance with its constitution.
o The College Archive, some personal data of historic value, including photographs, school
photographs, historical pupil lists and may be archived in perpetuity.

6. Use of Artificial Intelligence (Al) in Education

The College utilises innovative technologies, including Artificial Intelligence (Al) tools within Google
Workspace for Education, to enhance teaching, learning, and administrative efficiency.

Our use of Al is governed by the following commitments:

e Human Oversight: Al tools are used to support, not replace, the professional judgement of
our educators and staff.

e Data Security: We only utilise enterprise-grade Al tools (such as those within Google
Workspace Education Plus) where data is protected by robust processing agreements and is
not used to train public Al models.

e Ethics & Fairness: We regularly review our Al implementation to mitigate risks of bias and
ensure transparency in how student data is processed.



e DPIA Requirement: Any significant new Al implementation undergoes a Data Protection
Impact Assessment (DPIA) to ensure the rights and safety of our students are protected.

7. What are your rights?

Data subjects have:

e Right to be informed: The right to be told whether your personal data is processed by or on
behalf of the college

e Right of Access: The right to be informed of and request access to the personal data we
process about you.

e Right to Correction: The right to request that we amend or update your personal data where
it is inaccurate or incomplete.

e Right to Withdraw Consent: The right to request that we stop processing all or some of your
personal data. Please note that withdrawing consent may affect our ability to provide
certain services.

® Right to Object:

o The right to object to your personal data being processed for direct marketing
purposes.

o Theright to prevent processing likely to cause unwarranted substantial damage or
distress to you or another person.

This Privacy Notice is published as part of these rights. If you wish to exercise any of these rights,
please submit a written request to the Data Protection Officer using the contact details provided in
this privacy notice.

Please note that not all rights are applicable to all processing of personal data, depending on the
lawful basis (such as legal requirement or contract ) under which that personal data is being
processed under.

Contacts

If you have any issues relating to data protection relating to the College, or you feel like the College
has not respected your rights or wishes in respect of data protection, please contact the Data User or
the Data Protection Officer in writing at the published main college address, or via email at

DPO@marlboroughcollege.my
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